
Image © Crown Copyright 2022

Enhancing Maritime 
Electromagnetic Warfare
Unlock the next level of Maritime Signals Intelligence 
(SIGINT) and Electromagnetic Warfare (EW)

PPMSYSTEMS.COM

090126



2 Enhancing Maritime Electromagnetic Warfare (EW) Enhancing Maritime Electromagnetic Warfare (EW) 32

The challenges of a coaxial-based 
maritime EW system

A maritime EW system typically consists of one or more antennas linked to one or more signal generators/receivers. This 
enables RF Signals of Interest (SoIs) to be captured and analysed for Signals Intelligence (SIGINT); or RF signals to be 
generated and transmitted to disrupt, deny, or defeat threats.

The connectivity between antennas and either signal generators or receivers is traditionally via coaxial cabling, which has 
a number of challenges:

Coaxial data distribution systems tend to use power ampli¿cation that is co-located with, or a part of, the signal 
generation equipment that generates the eႇect. 

This equipment is usually deep inside the platform, which leads to reduced RF transmit power at the antenna 
through the coaxial cable losses, in turn reducing the engagement range for the EA eႇect.

Reduced Engagement Range for Electronic Attack (EA) Eႇects

Coaxial cabling attenuates the received signals with an increasing magnitude as the frequency and or cable 
length increases. 

As the signal receiver equipment is typically deep inside the platform, even some high strength signals 
received at the antenna will drop into the noise Àoor by the time they reach the signal receiver, eႇectively 
hiding the threat and reducing the detection range for an ES capability.

Reduced Detection Range for Electronic Surveillance (ES)

The key to deliver an eႇective capability is antenna placement, relative to targets and other RF emitters on 
the platform.

EW systems are often constrained by coaxial cabling, resulting in the antennas being located in sub-optimal 
positions, located near an RF emitter that interferes with received signals for example, or blocked by platform 
structures such as masts.

Using coaxial cable, antennas have to be close enough to the signal receivers/generators to ensure that even 
high power signals remain detectable, and have enough transmit power to engage a target.

Sub-Optimal Antenna Placement

7X INCREASE IN ENGAGEMENT RANGE

Compared with a 4 m coaxial-based antenna system 
at 6 GHz with equivalent ampli¿cation

5X INCREASE IN DETECTION RANGE 

Compared with a 10 m coaxial-based
antenna at 18 GHz

RF over Fibre (RFoF) oႇers:

If an EW system uses coaxial cabling in a ¿xed P2P network topology, this links speci¿c antennas in sub-optimal 
positions to wideband signal generators/receivers that are only using a fraction of their full capability.

This capability limitation manifests when capable and wideband signal generators/receivers are linked to a 
banded antenna, limiting the scope of the signal generator/receiver to that of the antenna.

Fixed Point-To-Point (P2P) Network Topology



4 Enhancing Maritime Electromagnetic Warfare (EW) Enhancing Maritime Electromagnetic Warfare (EW) 5

An RFoF-based solution enables a hub/star network topology, where any antenna and signal generator/receiver link 
can be mapped, and the signal routed. This enables the EW system to dynamically optimise to the operational threat 
and theatre almost instantly (in less than a second).

This dynamic routing, or any-to-any mapping, removes the previous scope limitations and unlocks the full capability 
of the wideband signal generators/receivers in the EW system.

Optical Distribution (Hub/Star Network Topology)

Losing only 0.02 dB over 10 m compared with a loss of 3.6 dB over 10 m for coaxial (LMR-400-DB coaxial cable at 6 
GHz and ¿bre optic at 1550 nm), an RFoF distribution solution provides a step change in EW capability, and support 
the coexistence of both analogue and digital RF formats to maintain future Àexibility.

The lossless nature of an RFoF distribution solution manifests as a 5x increase in detection range (compared with 
a 10 m coaxial based antenna at 18 GHz), and a 7x increase in engagement range (compared with a 4 m coaxial 
based antenna system at 6 GHz with equivalent ampli¿cation).

Lossless Single Mode Fibre Optic Cabling

Congestion of the electromagnetic environment drives Defence organisations to seek higher frequencies,  causing many 
problems with signal ¿delity and strength of existing routing and distribution. The use of an eႇective signal distribution 
solution such as RFoF will be crucial in maintaining a tactical edge. Bene¿ts include:

The lossless nature of ¿bre optic cabling removes any constraint on distance between antenna and signal generator/
receiver. This enables the antenna position to be optimised to reduce interference from other platform RF emitters, 
and/or to improve ¿eld of ‘view’ for unimpaired receiving/transmitting of RF signals.

Antenna Suite Optimisation

Bene¿ts of an RFoF-based EW system

Secure Room Independence

PPM Systems’ RFaaS is the implementation of an RFoF-based EW system, where the RF signals between antennas and 
signal generators/receivers are converted into the optical domain for distribution as RFoF.

The lossless nature of the ¿bre optic cabling enables antennas to be placed in optimised positions for performance, and 
the hub/star network topology of the optical distribution enables any antenna feed to be routed to any signal receiver (and 
vice versa for signal generators).

The any-to-any mapping of antennas to signal receivers/generators means that RF signals can be distributed to and from 
any equipment in any ship compartment with a ¿bre optic feed ie providing RF signals on request; RF as a Service.

RF as a Service (RFaaS) 

In ES applications, there are often multiple users of the same antenna feeds for diႇerent types of ES activity in 
diႇerent locations.

RFaaS can provide a separate set of feeds for each Secure Room (where signal receivers are located) so any 
antenna to receiver routing in one Secure Room is completely independent of, and does not aႇect other Secure 
Rooms. 

Gives optical routing functionality for dynamic con¿guration, to optimise the EW application to the operational 
environment and the platform.

Dynamic Con¿guration

Eliminates the performance limitations of extant coaxial point-to-point data links to maximise the eႇectiveness 
of platform CEMA/EMSO capabilities.

Step Change in Performance 

Includes inherent future growth with the ability to rapidly upscale the solution using its modular architecture, 
and to simultaneously support RFoF, RFoIP and the distribution of digital Command and Control (C2) data 
if required.

Embedded Future Growth 

PPM Systems’ RFoF Data Distribution System Provides:
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Explore RFaaS

RFaaS has 3 logical elements: antenna suite, distribution rack and receiver room(s). This is illustrated below using an 
RFaaS solution for an ES system as an example, along with the primary functions of each logical element.

The antenna suite consists of the platform’s ES antennas, regardless of the end user/secure room, with these feeds 
then converted into the optical domain using a variant of our proven Close Coupled Unit (CCU). This CCU is typically 
mounted directly to the bottom of each antenna to minimise any signal losses that are prevalent at higher frequencies 
in coaxial cabling.

All RF feeds from all antennas are converted into separate optical feeds so each feed can be appropriately routed to 
the diႇerent compartments/secure rooms.

The optical routing functionality is implemented once the antenna feeds are split by each receiver room, so that the 
routing of the antenna feeds to receiver equipment ports is only applied to the desired compartment.

For example, an operator can dynamically recon¿gure the routing of antenna feeds to receiver equipment ports to 
best suit the operational circumstances, without having any impact in the other receiver rooms.

The distribution room splits the optical feeds from all antennas, presenting an optical feed for each antenna ready for 
transportation to any receiver room. This transportation is via a ruggedised multi-core ¿bre optic cable per receiver 
room (ie a separate cable for each), where each optical feed has a separate ¿bre within the ¿bre cable (hence a 
multi-core cable). 

Antenna Suite

Receiver Room(s)

Distribution Room

OPTICAL ROUTINGOPTICAL ROUTING

OPTICAL SPLITTING

DISTRIBUTION RACK

ADDITIONAL 

RECEIVER ROOM(S)

AS REQUIRED

Key

FIBRE OPTIC CABLES

COAXIAL CABLES

EO CONVERSION

SIGNAL ANALYSIS

RECEIVER ROOM 1

EO CONVERSION

SIGNAL ANALYSIS

RECEIVER ROOM 1 

ANTENNA SUITE

EO CONVERSION

ANTENNA CCU

ANTENNA CCU

DETECT

DEFEAT

LOCATE

ANTENNA CCU

KEYFOTONX-OR

INFONX

Electro-optic conversion up to 40 GHz for 
feeds to and from the radio equipment

Part of the antenna 
suite for defeating 
targets and threats 
from HF to 18 GHz

Part of the antenna suite for 
detecting signals of interest 
from HF to 40 GHz

Part of the antenna 
suite for locating 
signals of interest 
from 0.5 to 40 GHz

Distribution room

Fibre optic cable

Receiver room

Antenna

Optical routing enabling any 
antenna to any radio mapping, 
dynamically controlled by operators in 
the receiver rooms

PART NUMBER: M543020

100 kHz to 40 GHz for DETECT functionality, with LOCATE from 0.5 to 40 GHz, and 
DEFEAT up to 18 GHz.

Frequency 
Range

RF Performance

Environmental

Ease of 
Installation

Modular 
Architecture

Easily swap antenna CCUs (without any other changes to the system) to keep the system 
current with the operational environment. New antennas added by scaling extant products 
in solution.

IP67 rated with operating temperature -40 °C to +55 °C for all external equipment, 
corrosive salt environment protected.

Designed for operation in harsh maritime environments as per DefStan 00-035.

Up to 3 km cable run between antenna CCU and radio equipment enabling optimised 
positioning for maximum eႇect.

Ruggedised ¿bre cable that can use existing coaxial cable runs.

NF of 3 to 17 dB frequency dependent, P1dB of -20 to -30 dBm, IIP3 of -20 to -10 dBm, and 
SFDR of 97 to 106 dB/Hz2/3. Performance can be further tuned to customer requirements.

Transmit ERP from 50 to 120 W dependent on frequency. Optimised for Barrage jamming, but 
compatible with complex/modulated DEFEAT signals.
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